
Now more than ever, email security 
is critical for organizations of all sizes. 
Information residing in mailboxes and 
public folders is sensitive and often 
becomes subject to compliance efforts 
and security breaches. Administrators 
need complete visibility into mailboxes, 
public folders, permissions, mail-enabled 
users and distribution groups so they 
can stay ahead of potential security 
vulnerabilities, both on premises and in 
the cloud. On a daily basis, they must 
answer questions like the following:

• Who has access to which sensitive 
mailboxes and public folders? 

• How have the configurations of my 
Exchange servers changed over time?

• Which users have access in both 
Exchange and Exchange Online?

Enterprise Reporter for Exchange 
delivers the visibility you need to 
understand who has access to what 
across your Exchange and Exchange 
Online environments. Predefined and 
customizable reports on mailboxes, 
public folders, permissions, mail-enabled 
users and distribution groups help you 
keep your email systems secure, and 
prepare for internal and external audits.

Enterprise Reporter 
for Exchange
Get valuable security insights into Exchange and Exchange Online

BENEFITS:
• Enhances security and compliance 

by delivering a unified view of 
permissions and configurations 
across both Exchange and 
Exchange Online

• Delivers automated discovery and 
reporting on the configuration of 
Exchange and Exchange Online

• Uncovers security vulnerabilities 
by discovering who has access 
to sensitive individual or shared 
mailboxes and public folders

• Honors departmental and business 
function boundaries by enabling 
various stakeholders to get 
exactly the reports they need and 
nothing more

• Is scalable, secure and 
customizable to support large and 
complex Exchange and Exchange 
Online environments

Figure 1: Enterprise Reporter shows you who has access to sensitive individual or 
shared mailboxes and public folders.
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FEATURES
• Hybrid environment visibility into 

access and permissions — Gain visibility 
both on premises and in the cloud 
with a unified view of permissions and 
configurations across your Exchange 
and Exchange Online environments. 

• In-depth reporting — Get the insight 
you need with comprehensive reporting, 
including complete reports on delegated 
rights based on the permissions status 
of mailboxes, public folders, users 
and contacts. 

• Scalable data collection — Scale 
to Exchange and Exchange Online 
environments of any size and location. 
Schedule collections during off-peak 
hours to minimize the impact on network 
and server performance, and leverage 
the distributed collection architecture for 
load balancing. 

• Automated reporting workflows — 
Ensure stakeholders get the reports 
they need, when they need them, with 
automated report generation and flexible 
delivery schedules.

• Separation of duties (SoD) — Honor 
departmental and business function 
boundaries by enabling auditors, help 
desk staff, IT managers and other 
stakeholders to get exactly the reports 
they need and nothing more. 

• Customizable reports — Perform 
efficient, effective data analysis and 
satisfy the unique information needs 
of your organization using predefined 
reports or by creating new reports 
with even more attributes. Customize 
any report with advanced filtering, and 
choose from multiple formats, including 
PDF, HTML, MHT, RTF, XLS, XLSX, CSV, 
text and images. 

• Common reporting portal — Export 
reports to our software knowledge 
portal for a unified reporting interface 
across the entire family of Quest security 
and compliance solutions.

ABOUT QUEST

Quest helps our customers reduce 
tedious administration tasks so they 
can focus on the innovation necessary 
for their businesses to grow. Quest® 
solutions are scalable, affordable 
and simple to use, and they deliver 
unmatched efficiency and productivity. 
Combined with Quest’s invitation to 
the global community to be a part 
of its innovation, as well as our firm 
commitment to ensuring customer 
satisfaction, Quest will continue to 
accelerate the delivery of the most 
comprehensive solutions for Azure cloud 
management, SaaS, security, workforce 
mobility and data-driven insight.

Figure 2: Enterprise Reporter for Exchange provides a unified view of permissions and 
configurations across your Exchange and Exchange Online environments.

SYSTEM REQUIREMENTS
For a complete list of system 
requirements, see the 
Release Notes.
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